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Learner activity 1: Server room design

You must design the security measures that will be implemented from an access
control perspective.

Brief

A large organisation in the Midlands has a server room that needs security measures
to be implemented. The current information about the server room is as follows:

one door that leads to a main corridor within the building — 1 door only

one window that leads out to the second floor - no windows

no locks on the main door — smart locking system

no permissions in place — send type of identification such as RFID (Radio
Frequency Identification)

no access controls set up — access controls (such as logging)

no authentication set up — 3" party authentication

Only two technicians require access to the server room. — limited people.
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South Essex College is delivering this programme on behalf of the Education and Training
Foundation. This programme is funded by the Department for Education.
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